Twyford School
I.C.T. and Internet Policy
1.
Introduction

Networked computer resources and Internet access are widely available at Twyford School.  They enhance the teaching and learning environment for both teachers and pupils, but are sophisticated and powerful tools, and Internet use in particular raises a range of legal, ethical, technical, and management issues.  There is thus a need for proper regulation in the use of computers and Internet by staff and children.  This is provided in the School’s ‘ICT and Internet Policy’ contained in this document.  All those who wish to use the system must comply with this policy.

2.
The Policy

The policy is in two parts: 

School Network Security Policy
(Section A)

School Internet Access Policy 
(Section B)

Staff and parents who wish their son/daughter to make use of the school computer network and the Internet must agree to abide by the school policy by signing the ‘School ICT & Internet Use Agreement’.  

3.
Sanctions

· Violations of the School ICT & Internet Policy will result in a temporary or permanent ban on your use of the school network or of the Internet.

· Additional disciplinary action may be added in line with existing practice on inappropriate language or behaviour.

· When applicable, the School may be under an obligation to involve police or local authorities.

Attachments
A. School Network Security Policy

B.
School Internet Access Policy

Section A:  Network Security Policy
Access to the school network will be provided for you to carry out recognised school work, but only on the understanding that you agree to follow these guidelines.  These guidelines apply to both pupils and staff.
1
General

· Users are responsible for good behaviour on the network and Internet just as they are in a classroom or a school corridor.  General school rules apply.  There is to be no eating, drinking, or grooming near to equipment due to the serious damage that may be caused.

· All users receive desktop icons and start-menu-shortcuts to all the main application programs and common utilities.  Access to certain resources such as Internet software may be removed for certain network users, where found to be necessary.

· Intentional damage to computers, computer systems or computer networks, including unauthorised damage or interference to any files is not permitted and may be considered a criminal offence under the Computer Misuse Act 1990.

· The unauthorised access or use of personal information, contrary to the provisions of the Data Protection Act is not permitted.

· If a “virus alert” occurs when transferring work files from a floppy disk, CD or memory stick a member of the ICT staff should be informed immediately.

· Use of the main software packages is continually audited for each user.

· Sites visited on the Internet are also monitored.
2
Access to Computers
· Access to the school network is available from any network station during the normal school day.  Computer access is not available during school holidays unless prior arrangements have been made.

· Staff are responsible to ensure that the computers in their classrooms and work areas are turned off at the end of the day.  

· Computer equipment should not be taken off-site without formal authorisation.

· Please leave the computer and its surroundings as you would wish to find them.

3
Passwords

· All network system and administration passwords are to be recorded by the Head of ICT Department and kept in a secure place.

· All users are required to log on with their own personal username, which will remain with them throughout their time at the school.  They must not use another person’s password.

· All users have their own password to allow them to log on, which should not be made available to anyone else. The password must be changed at regular intervals - at least once a term and using a minimum of five characters.

· User areas must not be left logged-on and unattended, except for staff who have exclusive use of a computer station.  Such staff must use a screen-saver.

4
File Security
· All users have their own area for storing their work on the network server hard disk (the ‘My Document’ folder).  This means that they can access their work from any network station.

· Computer file storage areas will be treated as school property. 

· ICT staff can view a computer screen at any time from anywhere on the school network without the user’s knowledge, to ensure that the system is being used responsibly.

· The network servers are located within the computer room store. This store is out of bounds to all staff and children and is to be kept locked by the Head of the ICT Department when not under direct supervision.

· The system performs an automatic backup of each server hard disk to tape every night.  A different tape is used for each night and then reused the following week.  Occasional backup tapes taken at key points (end-of-term, pre-upgrades, etc) are kept in the school safe for longer periods of time before reuse.

· Important work files must be copied to your own floppy disc, CD or memory stick, in case you accidentally damage them or delete them from the network server.

· It is forbidden to trespass in others’ folders, work or files.

· Users should not expect that their work and emails would always be private.
· Users should use password protection for sensitive or personal files to provide additional security.

· To reduce the chances of the server hard disk filling up and crashing the whole network, the amount of disk space for each user is limited to normally 2-3 MB.  Overflowing this limit will cause the user to be locked out until sufficient files have been deleted or moved to a floppy disk, CD or memory stick.
· Precautions are taken to reduce the chances of infection by computer viruses via the Internet, email, or floppy disk.  The anti-virus software, which is installed on all school network stations and server, is updated regularly.

· An automatic daily search is made for any executable program and zip files stored in user areas.  These are automatically logged against the user then deleted.

· Accounts not used within a full academic year will be deleted, including all work saved.

5
Installing and Copying Software
· The unauthorised copying of software, contrary to the provisions of the Copyright, Design & Patents Act 1988, is not permitted.

· Games must not be loaded, played or used on any computer unless approved by the Head of ICT for authorised training or teaching purposes.

· It is forbidden to load executable programs from a CD-ROM, floppy disk, memory stick or from the Internet.  Only a member of the ICT staff may do this.

· The installing, copying or transmitting of obscene material is not permitted and may be considered a criminal offence under the Obscene Publications Act 1959/1964.
6
Supervision
· Staff should supervise the use of the network as closely as is reasonably possible during timetabled lessons.  It should be realised however, that all users do have access to the network at other times and with very little supervision beyond the restrictions contained in this policy document.

7
Access to Printers 
· To encourage good management and reduce wastage of ink and paper, the number of pages for each user is currently limited to 6-10 sheets and is reinstated each week.  Attempts to print beyond this credit limit are automatically denied by the system.  Pupils may ask for more credits on production of the evidence or wait until the following week.

· Use of printer credits is continually audited for each user and for each printer on the network.

8
Hardware Security
· An inventory is to be maintained of all equipment together with make, model, serial number, date of purchase and location.

· All hardware is maintained by a service contract.

· Rooms containing computers must be locked overnight.  

· Those holding keys to the computer room must keep them in a secure place.

· All major items are security marked to identify them as the property of the school.

9
Software Inventory
· An inventory should be maintained containing a record for each item of software that is available for use on the network and the number of licences held.

· Licences and invoices must be sent to the ICT department for filing in case proof of ownership is required.

Section B:  Internet Access Policy
1
All Users.  
Access to the Internet is a privilege, not a right, and relies upon the proper conduct of staff and pupils who must adhere to certain Internet protocols and guidelines.  This policy serves to inform users of School computers of the School’s expectations and the user’s responsibilities, and should be read in conjunction with the School Network Security Policy.  Internet access will be provided for users to conduct research and communicate with others, but only on the understanding that you agree to follow these guidelines.  These guidelines apply to both pupils and staff.

2
Parents and Children.  
While the benefits of the Internet are enormous, parents need to be aware that the Internet is an open system that, in certain circumstances, can give access to some unsavoury sites.  The School will make every effort to prevent your son or daughter accessing inappropriate materials on the Internet, but we cannot guarantee that they will not encounter text, pictures, or references that are objectionable.  Children must comply with the ‘Rules for Responsible Internet Use’ which are displayed in the Computer Room.

The Internet is provided for users to conduct recognised school work only.  All Internet sites that you visit are recorded and may be monitored.  

The following are not permitted:

· Sending, displaying, accessing or trying to access any obscene or offensive material.

· Using obscene or offensive language.  Remember that you are a representative of your school on a global public system – avoid bad spelling and grammar, and never swear, use vulgarities, or any other inappropriate language.

· Violating copyright laws. Never copy and make use of any material without giving credit to the author.

· Revealing any personal information, the home address or personal phone numbers of yourself or other people. 

· Downloading games or other executable programs.

· Private use of the Internet or email service without prior permission from the Headmaster. 
· Undertaking financial transactions of behalf of the school.

Check with a member of the ICT department before:

· opening unidentified email attachments.

· completing questionnaires or subscription forms.

Twyford School
Computers and Internet

Rules for Responsible Use

The school has installed computers and Internet access to help our learning.  These rules will keep everyone safe and help us to be fair to others.

· I will not give out personal information such as my home address, telephone number, parents’ work address/telephone number or the name and location of my school without my teachers’ or parents’ permission.

· I will never send a person my picture or anything else without first checking with my teacher or parents.

· I will never agree to get together with someone I “meet” online without first checking with my parents. If my parents agree to the meeting, I will be sure that this is in a public place and bring my mother or father along.

· I will only access the system with my own login or password which I will keep secret.

· I will not give out my internet password to anyone (even my best friends) other than my teacher or parents.

· I will not access other people’s computer files.

· I will only use the computers for school and homework.

· I will not bring in floppy disks, CD ROMs or memory sticks from outside school unless I have been given permission.

· I will ask permission from a member of staff before using the Internet.

· The messages I send out on email or the Internet will be polite and responsible.

· I will tell my teacher or parents right away if I come across any information that makes me feel uncomfortable.

· I understand that the school may check my computer files and may monitor the Internet sites that I visit.


Twyford School
Acceptable I.C.T. and Internet Agreement

The I.C.T. and Internet Policy can be found in the Parents’ Handbook

For Parents

Access to the Internet relies upon the proper conduct of staff and pupils who must adhere to certain Internet protocols and guidelines.  The School ICT and Internet Policy serves to inform users of School computers of the School’s expectations and the user’s responsibilities.
By signing this agreement, staff, and parents on their children’s behalf, who wish to have access to the network and the Internet, are confirming that they have read, and will comply with, the School ICT & Internet Policy.  Children are to comply with the ‘Rules for Responsible Internet Use’ displayed in the Computer Room.
In general, this agreement requires legal, ethical, and efficient use of the network‘s resources. If a pupil or other person violates any of these provisions, his or her future access could be denied.
The School reserves the right to examine or delete any files that may be held in its computer system or to monitor any Internet sites visited.
As the parent or legal guardian of the pupil(s) named below, I grant permission for my son or daughter to use the school’s networked computers.  I have read the school’s ICT and Internet Policy document and accept responsibility for setting and conveying standards for my child or children’s use of the Internet.

Name(s) of Pupil(s)
  
………………………………………………..




…………………………………………………

Parent Signature:

Date: 

Please return this form, when completed, to the School Office

Twyford School
Acceptable ICT and Internet Agreement

The I.C.T. and Internet Policy can be found in the Teachers’ Policy & Guidance Handbook
For Staff 

Access to the Internet relies upon the proper conduct of staff and pupils who must adhere to certain Internet protocols and guidelines.  The School ICT and Internet Policy serves to inform users of School computers of the School’s expectations and the user’s responsibilities.
By signing this agreement, staff, and parents on their children’s behalf, who wish to have access to the network and the Internet, are confirming that they have read, and will comply with, the School ICT & Internet Policy.  Children are to comply with the ‘Rules for Responsible Internet Use’ displayed in the Computer Room.
In general, this agreement requires legal, ethical, and efficient use of the network‘s resources. If a pupil or other person violates any of these provisions, his or her future access could be denied.
The School reserves the right to examine or delete any files that may be held in its computer system or to monitor any Internet sites visited.

I have read and will comply with the School ICT and Internet Policy.

Name of Staff member: 
…………………………………………………

Signature:

Date:




Please return this form, when completed, to the School Office
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